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Where the heck is Rapperswil?
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HSR - Hochschule für Technik Rapperswil

ÅUniversity of Applied Sciences with about 1000 students 

ÅFaculty of Information Technology (300 -400 students)

ÅBachelor Course (3 years), Master Course (+1.5 years)
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Agenda

ÅWhat is strongSwan?

ÅIKEv1 versus IKEv2

ÅA Simple Remote Access Example

ÅVirtual IP Pools

ÅCertificate Revocation Mechanisms

ÅThe NETKEY IPsec Stack of the Linux 2.6 Kernel

ÅInteraction with the Linux Netfilter Firewall

ÅDead Peer Detection (DPD)

ÅRemote Access with Mixed Authentication

ÅInteroperability with the Windows 7 Agile VPN Client

ÅThe strongSwan NetworkManager Plugin

ÅEAP-Radius based Authentication

ÅThe strongSwan Architecture

ÅCryptographic Plugins

ÅHigh Availability using Cluster IP

ÅIKEv2 Mediation Extension
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Linux Kongress 2009 Dresden 

What is strongSwan?
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VPN Usage Scenarios

Internet
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Quarters

Subsidiary

ĂRoad Warriorñ

VPN Tunnel

VPN Tunnel

VPN Gateway
11.22.33.44

VPN Gateway
55.66.77.88

VPN Client

10.1.0.0/16 10.2.0.0/16

10.3.0.2
10.1.0.5 10.2.0.3

55.66.x.x

ÅstrongSwan is an Internet Key Exchange daemon needed to 
automatically set up IPsec-based VPN connections.
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The FreeS/WAN Genealogy

Super FreeS/WAN

2003 X.509 2.x Patch
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1999 FreeS/WAN 1.x

X.509 1.x Patch2000

Openswan 1.x

¦2004

2004
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2005

ITA IKEv2 Project
2006

strongSwan 4.x2007

IKEv1 & IKEv2
Openswan 2.6.x

IKEv1 &
partial IKEv2
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The strongSwan IKE Daemons 

ÅIKEv1
- 6 messages for IKE SA

Phase 1 Main Mode

- 3 messages for IPsec SA
Phase 2 Quick Mode

ÅIKEv2
- 4 messages for IKE SA

and first IPsec SA
IKE_SA_INIT/IKE_AUTH

- 2 messages for each
additional IPsec SA
CREATE_CHILD_SA

raw
socket

IKEv1 IKEv2

ipsec
starter

ipsec
whack

ipsec
stroke

charonpluto

LSF

UDP/500
socket

native
IPsec

Netlink
XFRM
socket

Linux 2.6
kernel

ipsec.conf

stroke socket whack socket 


