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Where the heck is Rapperswil?
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strongSwan — the Open Source VPN Solution

e < A strongSwan
Windows Active |~ Linux - Client

Directory Server | ° FreeRadius Server '_..m

High-Availability
strongSwan
VPN Gateway
Connection name: [HSR

[[] Connec t automatically = = =
— VPN | IPv4 Settings .
Gatewal
tron n v
Address: [strcngswan.hsr.ch ]

Certificate: ||_| QuoVadis_Root_CA 2.crt |

r =
& Connect VPN HSR -

-7

Client
User name: asteffen I

Authentication: |EAP ] |
Password:  |[oseeeesss | Username: [asteﬂen ]
Domain: HSR
Options

[¥] Save this user name and password for the following users: Request an jnner IP address

& Me only [ Enforce UDP encapsulation
®  Anyone who uses this compt L=elluon pressiy
[ Connect ] [ Cancel J [ Properties ] Help p

O) Available to allusers | cancel | [ apply |
Windows 7/8 strongswan.hsr.ch
Agile VPN Client
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BYOD - Bring Your Own Device

Security Issues

« Users do not protect access to their devices or use weak passwords
or login methods.

» Users download and install dangerous software packages containing
malware from unknown sources.

« Users do not regularly apply security updates to the installed software
packages and operating system.

« Users run server applications potentially giving third parties access to
the corporate network and/or sensitive data

« Malware might embed itself into the operating system, modifying
system commands and libraries.
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Android BYOD with Network Access Control

allow
Corporate

NAC Server Network

NAC Policy
Enforcement Point

block

Policy Manager

Android 4 Device isolate ,

with NAC Client

« Attribute Requests

« Measurement Attributes
Isolation

Network
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TCG Trusted Network Connect (TNC) Architecture

i Policy Decision
Access Requestor Policy y U Metadata Sensors
Enforcement Point Access and Flow
Point Point Controllers
1 RFC5792 g
..o Integrity Measurement|} {o IF-M »| Integrity Measurement .
Collectors (IMC) Verifiers (IMV) | 49 Sensor
- — . ]
: i IF-MAP
ﬂ IF-IMC SeC 5703 ﬂ - IF-IMV
\ 4 A 4 Metadata
TNC Client IF-TNCCS TNC Server Fvap| Access
—p :- ----- » (TNCC) e (TNCS) - ........ ) Point
Flow
|F)(s ﬁ RFC 6876 ﬁ 1 ] ‘Contm”er
: T IF-MAP
Platform TI‘USt Network ......................... S ’ Network ‘|F_MAP>
Service (PTS) Access Policy IF-PEP | Access
Requestor Enforcement ................. > Authonty
Point (PEP)
LRS-3R It Sl 7 |
IF-MAP
— 1A o) A5
VPN Client VPN Gateway ‘
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Layered TNC Protocol Stack

* |F-T Transport Protocol PT-TLS (RFC 6876) or PT-EAP

[NET]
[ENC]
[IKE]

received packet: from 152.96.15.29[50871] to 77.56.144.51[4500] (320 bytes)
parsed IKE AUTH request 8 [ EAP/RES/TTLS ]
received tunneled EAP-TTLS AVP [EAP/RES/TNC]

* [IFF-TNCCS TNC Client-Server Protocol PB-TNC (RFC 5793)

[TNC]
[TNC]
[TNC]
[TNC]
[TNC]
[TNC]

. IF-M

[TNC]
[IMV]
[TNC]
[TNC]
[TNC]
[TNC}

received TNCCS batch (160 bytes) for Connection ID 1
PB-TNC state transition from 'Init' to 'Server Working'
processing PB-TNC CDATA batch

processing PB-Language-Preference message (31 bytes)
processing PB-PA message (121 bytes)

setting language preference to 'en'

Measurement Protocol PA-TNC (RFC 5792)

handling PB-PA message type 'IETF/Operating System' 0x000000/0x00000001

IMV 1 "OS" received message for Connection ID 1 from IMC 1

processing PA-TNC message with ID Oxec4lceld

processing PA-TNC attribute type 'IETF/Product Information' 0x000000/0x00000002
processing PA-TNC attribute type 'IETF/String Version' 0x000000/0x00000004
processing PA-TNC attribute type 'ITA-HSR/Device ID' 0x00902a/0x00000008

« TNC Measurement Data

[IMV]
[IMV]
[IMV]

operating system name is 'Android' from vendor Google
operating system version is '4.2.1‘ :
device ID is cf5edcbcc6eba2db The Trusted Computing Conference



strongSwan Android VPN Client: Easy to Connect

ADD VPN PROFILE

Status: Connected
Profile: BYOD

Disconnect

Android

Gateway: strongswan.org
Username: android

BYOD

Gateway: byod.strongswan.org
Username: john

Home
Gateway: vpn.strongswan.org
User certificate: android

HSR

Gateway: strongswan.hsr.ch
Username: asteffen

2:58

SAVE CANCEL

Profile Name:

BYOD

Gateway:

byod.strongswan.org

Type:
IKEv2 EAP (Username/Password)

Username:
john

Password:

CA certificate:

Select automatically

strongSwan Project
strongSwan 2009 CA

The Trusted Computing Conference



Dangerous: Allow Download from Unknown Sources

MLMEVYE R

{ ’T‘ Security

PASSWORDS

Make passwords visible

DEVICE ADMINISTRATION
Your phone and personal data are

more vulnerable to attack by apps
from unknown sources. You agree
that you are solely responsible for
Unknown sources any damage to your phone or loss
Allow installation of apps from unknown v of data that may result from using
sources these apps.

Device administrators
View or deactivate device administrators

CREDENTIAL STORAGE
Cancel

Trusted credentials
Display trusted CA certificates

Install from storage
Install certificates from storage

Clear credentials
Remove all certificates

S O =
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Install Blacklisted Android Web Server Package

Ve D0
B3 Aops Q-

kWS - Android Web Server
KAMRAN ZAFAR

Server Side Include;

Directory index
set directory index options

Concurrent connections
et s @ [ Dynamic DNs

thentication
1 options

Status notification

L & & & & 25/10/2012
10,000+ downloads 97.68KB

252 people +1'd this.

- Bug fixes and library updates

e S o B s |
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Minor Non-Compliance: Isolate Client

L MMOB R WNo-MMOOA O : He-MMOABOQ

Ev; ADD VPN PROFILE E Remediation Instructions E Remediation Instruction Details

Status: Connected The following problems have to be corrected before Please remove the following software packages:
. a VPN connection can be established:
Profile: BYOD

. org.xeustechnologies.android.kws
: Blacklisted Software Packages
Disconnect
Dangerous software packages were found

Assessment Result: Restricted Unknown Software Origin

Do not allow the installation of apps from unknown
Show sources

Android

Gateway: strongswan.org
Username: android

BYOD

Gateway: byod.strongswan.org
Username: john

Home
Gateway: vpn.strongswan.org
User certificate: android
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Start the Android Web Server

VMM Ve DD

LU

kWS - android web server

[21-Feb-2013 21:16:54] kWS - android web server v-1.7
[21-Feb-2013 21:16:54] (C) Kamran Zafar 2011
[21-Feb-2013 21:16:54] Starting server...

[21-Feb-2013 21:16:54] [kws] Opening port [8080]
[21-Feb-2013 21:16:54] [kws] Initializing session pool...
[21-Feb-2013 21:16:54] [kws] Host {10.10.0.29} Port {8080}
[21-Feb-2013 21:16:54] [kws] Serving files from {/storage/
sdcard0}

A= T e N e |
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Major Non-Compliance:

a ADD VPN PROFILE

Block Client

WV EMNMOA D

E Remediation Instructions

WV EMNMODOAD

E Remediation Instruction Details

Status: No active VPN

Assessment Result:

Show

Android

Gateway: strongswan.org
Username: android

BYOD

Gateway: byod.strongswan.org
Username: john

Home
Gateway: vpn.strongswan.org
User certificate: android

HSR

Gateway: strongswan.hsr.ch
Username: asteffen

The following problems have to be corrected before
a VPN connection can be established:

Blacklisted Software Packages

Dangerous software packages were found

Unknown Software Origin

Do not allow the installation of apps from unknown
sources

Open Server Ports

Open Internet ports have been detected

Please close the following server ports:

tcp/8080
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strongTNC Policy Manager

BECESA - o IEN|

J { i strongTNC - Session details | +
6 % & trc.strongswan.org/sessions/ 140 [y Ev Google yel ﬂv ; .ﬁ.
"
& Overview

Session details

CONFIGURATION

X Groups
Folcles Session Info
Enforcements ID 140
@ Devices Device Google Nexus Prime (cfSedcbecE)
DATA VIEWS User steffen
£% Packages Time Aug 14 14:57:05 2013
= Products Result BLOCK
& Directories
B Files
= Siatistics
Results
Policy Result IMV Comment
Unknown Source ALLOW  unknown sources not enabled
Installed Packages ISOLATE processed 26 packages: 0 not updated. 1 blacklisted, 0 ok, 25 not found

Allowed Open TCP Ports BLOCK  violating tcp ports: 8008
Allowed Open UDP Ports  ALLOW  no violating udp ports
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Defining Measurement Policies and Enforcements

Currently supported policy types:

PWDEN
FWDEN

Factory Default Password Enabled
Forwarding Enabled

« TCPOP TCP Ports allowed to be Open Closed Port Default Policy

« TCPBL  TCP Ports to be Blocked Open Port Default Policy

- UDPOP  UDP Ports allowed to be Open Closed Port Default Policy

« UDPBL  UDP Ports to be Blocked Open Port Default Policy

« PCKGS Installed Packages

« UNSRC Unknown Sources

« SWIDT  SWID (Software ID) Tag Inventory  Visit Demo at TCG Booth!
- FREFM  File Reference Measurement SHA1/SHA256 Hash

- FMEAS File Measurement SHA1/SHA256 Hash
 FMETA  File Metadata Create, Modify, Access Times
- DREFM Directory Reference Measurement  SHA1/SHA256 Hashes

- DMEAS Directory Measurement SHA1/SHA256 Hashes

- DMETA  Directory Metadata
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Add/Edit Policies

[ Firefox

@

;3
A

g

m = gz

6 s 4

J [ strongTMC - Policy Allowed Open UDP ... | +

&' |tnc.strongswan.org/policies/S

Overview

CONFIGURATION

Groups
Policies

Enforcements

Devices

DATA VIEWS

Packages
Products
Directories
Files
Statistics

Policy Allowed Open UDP Ports

Policy 5

Filter Q

Allowed Open TCP Ports
Allowed Open UDP Ports

Default Factory
Password Enabled

Get /bin

Get /system/bin

Get /system/lib

IP Forwarding Enabled
Installed Packages

Measure /ib/x86_64-
linux-
gnu/flibcrypto so.1.0.0

Policy Info

Name

Type

All ports closed except
Fail-Action

MNoresult-Action

Allowed Open UDP Ports

Open UDP Listening Ports

500 4500

BLOCK

BLOCK

17

The Trusted Computing Conference



Define Enforcements

[ Firefox -

J r: strongTMC - Enforcemnent Installed Pack... | -

6 s 4

@

;3
A

g

o = gy ka3

&/ |tnc.strongswan.org/enforcerments/25

Overview

CONFIGURATION

Groups
Policies

Enforcements

Devices

DATA VIEWS

Packages
Products
Directories
Files
Statistics

Enforcement Installed Packages on Default

Enforcement [}

Filter Q

Installed Packages on
Default

Unknown Source on
Android

IP Forwarding Enabled
on Linux

Measure /ib/x86_64-
linux-

gnu/libcrypto so.1.0.0 on
Ubuntu x86_64

Measure /lib/x86_64-
linux-gnu/libssl 50.1.0.0
on Ubuntu x86_64

Measure /usr/bin

Enforcement Info

Policy

Group

Max. age in seconds

Fail Action

Noresult Action

Installed Packages

Default

86400

Inherit from policy

Inherit from policy
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Summary

» The TNC protocols have become Internet Standards

* The TNC protocols are platform-independent and allow interoperability

* The TNC protocols support trustworthy TPM-based remote attestation

* The strongSwan BYOD Showcase demonstrates that TNC is ready for use

* The strongTNC policy manager bases measurements on past client behaviour
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Thank You
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